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Change No. 1 
UNCICFCIUSFK Reg 
NO. 530-1 

HEADQUARTERS 
UNITED NATIONS COMMAND 

UNlT #I5259 
APO AP 96205-0032 

HEADQUARTERS 
ROK-U.S. COMBINED FORCES COMMAND 

UNlT #I5255 
APO AP 96205-0028 

HEADQUARTERS 
UNITED STATES FORCES, KOREA 

UNlT #I5237 
APO AP 96205-0010 

4 May 1998 

Operations and Signal Security 

OPERATIONS SECURITY (OPSEC) 

I. UNCICFCIUSFK Reg 53O-ll3O July 1990, is changed as follows: 

Paae 1. Paraaraph 3. REFERENCES. Page 1, paragraph 3a(2), insert a period after the word 
OPLAN and delete the remainder of the sentence from CONPLAN. ..6a. Replace with TAB C to 
Appendix 11 to Annex C of UNC, CFC, and USFK OPLAN. 

Paae 1. Paraaraph 3. REFERENCES. Paragraph 3b(l), delete the entire sentence and replace 
with the following: CFCIUSFK Information Operations Handbook. 

Paae 2. Paraaraph 5. RESPONSIBILITIES, Paragraph 5c(2), at the end of the sentence after the 
word assistance, delete the period and add a comma and the words "as necessary." 

P p. In paragraph 5c(5), delete the words CONPLANS, 
EXPLANS, and directives, and replace with "Tab C to Appendix 11 to Annex C of UNC, CFC, and 
USFK OPLAN." 

P p ITIES. In paragraph 5e(l), line two, delete the words "and 
communications (C3)" and replace with "command and control (C2)." 
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Paae 4. Paraaraph 5. RESPONSIBILITIES. In paragraph 5g(9), line 2, change CJ-PL-CM, APO 
SF 96301-0010 to read CJ3-PL-10, APO AP 96205-0010. 

Paae 5. Paraaraph 6. GENERAL CONCFPT. Delete paragraph 6c and replace with the 
following: 

"OPSEC is a critical component of lnformation Operations (10). The 10 integrates electronic 
warfare (EW), deception, OPSEC, Computer Network Attack (CNA), PSYOP, Public Affairs (PA), 
Civil Affairs (CA), and physical destruction to deny the enemy effective command and control while 
protecting friendly C2 from similar enemy actions. As part of 10, OPSEC preserves essential 
secrecy and helps to influence enemy decision makers during prehostilities. When hostilities 
become imminent or war starts, OPSEC protects friendly C2 capabilities, preserves the element of 
surprise, and increases enemy uncertainty and confusion. 

Paae 5. Paraaraph 6. GENERA1 CONCEPT. In paragraph 6e, line 1, change C3CM to read 10. 

Paae 6. Proponent block. In the last line of proponent block, delete 'CFCD-PL-CM, APO SF 
96301 -0028" and replace with 'CFCD-PL-10, APO AP 96205-001 0". 

Paae 7. Sianature paae. Appendixes, Change appendix B to read 'Operations Security in 
Support of lnformation Operations (10). 

Paae 7. Special D~strrbutron, . .  . In the first line, delete CFCD-PL-CM and replace with CFCD-PL- 
10. Where SF'S appears, replace with AP. 

APPENDIX A. Paae A-2. Add paragraph A-4a(l)(f), Computer security, after paragraph 
A-4a(l )(e). 

APPENDIX A. Paae A-2. In paragraph A-4a(2), delete C3CM and replace with 10. 

APPENDIX 6. Paae B-I. In the title, delete the words 'Command, Control, and Communications 
Countermeasures (C3M)" and replace with 'Information Operations (10)". 

APPENDIX 6. Paae B-I. In paragraph B-1, lines four and five, delete C3 and replace with 10. 

APPENDIX 6. Paae B-1. In paragraph B-2, line one, delete both C3CMs and replace with 10. 

APPENDIX R. Paae B-2. In paragraph B-2a, line one, delete counterC3 and replace with 
offensive 10. 

APPENDIX B. Paae 6-2. Make the following changes in paragraph 8-2: 

In paragraph B-2b, line one, delete C3-protect and replace with defensive 10. 

In line two, delete C3 and replace with 10. 
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In line three, delete C3-protect and replace with defensive 10. 

In line four, delete C3-protect and replace with defensive 10. 

In line six, delete C3-protect and replace with defensive 10. 

In line seven, delete C3 and replace with 10. 

In line eight, delete counter-C3 and replace with offensive 10. 

APPENDIX C. Paae C-14, On page C-14, item (22), delete C3CM and replace with 10. 

APPENDIX C. Paae C-15. On page C-15, item b(3). delete C3CM and replace with 10. 

APPENDIX C. Paae C-16. On page C-16, item a(4), delete C3CM and replace with 10 measures. 

APPENDIX C. Paae C-16. On page C-16, item b(2), delete C3CM and replace with 10. 

Flossarv. Make the following changes to the glossary. 

Add C2W, command, and control warfare, between C2 and C3. 

Delete the C3CM, command, control, and communications countermeasures. 

Add C41, command , control, communications, computers and information 

Add 10, information operations, after IAW, in accordance with. 

Add IW, information warfare, after 10, information operations. 

2. Post these changes per DA Pam 25-40. 

3. File this change in front of the publication. 
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Users are invited to send comments and suggested improvements on DA Form 2028 
(Recommended Changes to Publications and Blank Forms) to the Commander in Chief, 
UNCICFC, AlTN: CFCD-PL-10, APO AP 96205-0028. 

FOR THE COMMANDER IN CHIEF, UNCICFC, AND THE COMMANDER, USFK: 

OFFICIAL: 
RANDOLPH W. HOUSE 
Lieutenant General, USA 
Chief of Staff 

Colonel, ROK /$my 
Adjutant General, UNCICFC 

$ P ~ ~  OHN A. HALL 

( hssistant Adjutant General 
\I 

SPECIAL DISTRIBUTION: 
25 - CFCD-PL-I0 
2 - SJS 
4 - USAFWAF, APO AP 96570-5000 
2 - USNFK 
2 - EAIG 
1 - PAJ 
1 - SJA 
5 - ACofS, J2 
5 - ACofS, J3 
5 - ACofS, J5 
5 - ACofS, J6 
1 - USA Special Security Command, Pacific 
1 - USA Field Station-K, APO AP 96271-0161 

15 - CFA, APO AP 96385-021 0 
15 - 21D, APO AP 96224-0289 
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5 - 1 p  Avn Bde 
2 - CSCT #1, APO AP 96397-0247 
2 - CSCT #3 

15 - 1"' Signal Bde 
4 - 50lSt MI Bde 
1 - DCA-K 
2 - CG, FMFPAC, Camp H.M. Smith, HI, APO AP 96861-5000 
2 - Hq 5"' AF, APO AP 96328-5000 
2 - ROKAF CAC 

15 - TROW 
2 - ROK MC HQ 
5 - SCS 
5 - ACofS, C2 
5 - ACofS, C3 
5 - ACofS, C5 
5 - ACofS, C6 
1 - USTRANSCOM LNO 
1 - CFPA 
2 - CFOA 
2 - ACC, APO AP 96570-5000 
2 - NCC, Chinhae, Korea 
2 - UNCMAC, Secretariat 
2 - Spec Adv UNCMAC 
2 - Spec Adv CINCUNC 
2 - Hq UNC, Rear, Camp Zama, Japan, APO AP 96343-0051 

15 - FROKA 
2 - ROK JCS 
4 - Hq ROKA 
4 - Hq ROKN 
4 - Hq ROKAF 
-1 - US Joint StafflJ3, Washington, DC 20301-5000 
4 - CINSEVENTHFLT, FPO FP 96601-5000 
2 - USCINCPAC, Camp H. M. Smith, Hawaii, APO AP 96858-5000 
2 - WESTCOM, Fort Shafter, HI APO AP 96858-5000 
2 - HQ Pacific Air Force, Hickam AFB, HI, APO AP 96853-5000 
2 - HQDA, EUSA LNO, DACS, EUSA-CS-SA, Washington, DC 20301-5000 
2 - USCINCPACFLT, Pearl Harbor, HI 96818-5000 
2 - CG, Ill MAF, FPO FP 96606-5000 
5 - CUWTF 
2 - ROKA Aviation Hq 
3 - AMXFE 

90 - USA PPCK 
8 - EAIM-R-PM (Editing) 
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HEADQUARTERS 
UNITED NATIONS COMMAND 

APO SAN FRANCISCO 96301-0032 

HEADQUARTERS 
ROK-US COMBINED FORCES COMMAND 

SEOUL, KOREA 
APO SAN FRANCISCO 96301-0028 

HEADQUARTERS 
UNITED STATES FORCES KOREA 

APO SAN FRANCISCO 96301-0010 

UNC/CFC/USPK Regulation 
NO. 530-1 

30 J u l y  1990 

(Effective Date 30 August 1990) 
Operations and Signal Security 

OPERATIONS SECURITY 

SUPPLE3lENTATION. Issue of further supplements to this regulation by 
subordinate commands is prohibited unless prior approval is obtained from 
HQ UNC/CFC, ATTN: CFCD-PL-CM, APO SF 96301-0028. 

1. PURPOSE. This regulation provides operations security (OPSEC) policy 
and guidance for United Nations command (UNC), Combined Forces Command (cFC), 
and United States Forces Korea (USFK) components and subordinate commands and 
statfs. 

2. APPLICABILITY. This regulation applies to all personnel and units 
assigned and attached to, under operational control of, or in support of UNC, 
CFC, or USFK. 

3 .  REFERENCES. 

a. The following are required publications: 

(1) AFH 55-30 (Operations Security). Cited in subparagraph 5g(10). 

( 2 )  Appendix 1 to Annex L of UNC, CFC, and USFK OPLAN, CONPLAN, and 
OPORD (S-ROKUS). Cited in subparagraph 6a. 

( 3 )  AR 530-1 (Operations Security (OPSEC)). Cited in subparagraph 
5g(lO). 

(4) Tri-Service Agreement. Cited in subparagraph 8b. 

b. The following are related publications: 

(1) CFC/USFK Command, Control, and Communications Countermeasures 
(C3CM) Handbook. 

*!Phis regulation supersedes UNC/CFC Reg 530-1, 23 June 1980. 
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1 2 )  JCS Pub 3-54 (Joint Doctrine for Operations Security). 

(3) J3M-947-83 (OPSEC Survey Guide). 

( 4 )  OPNAVINST 3070.1A (Operations Security). 

4. EXPLANATION OF ABBREVIATIONS. Abbreviations used in this reqa ?ition are 
explained in the glossary. 

5. RESPONSIBILITIES. 

a. Each Assistant chief of Staff (AcofS) and special staff section will 
establish an OPSEC program within its divisions, branches, and sections to 
emphasize the importance of OPSEC. Specific staff responsibilities are 
established in subparagraphs b through i below. As a minimum, each ACofS and 
special staff section will-- 

(1) Designate an OPSEC officer, preferably at the 04-level or above, 
in the operations/plans section. This officer will be the staff's OPSEC 
representative and participate in the CFC/USFK OPSEC Working Group. 

( 2 )  Identify, prioritize, and develop measures to protect indicators 
that might provide the enemy with foreknowledge of CFC/USFK operations and 
capabilities, 

(3) Respond to CFC/USFK OPSEC Officer taskings. 

b. The UNC/CFc/USFK, ACofS, C/J2, will-- 

(1) Assist the ACofS, C/J3, in developing essential elements of 
friendly information (EEFI). 

( 2 )  Identify deception opportunities. 

(3) Provide input to and review deception pl.ans as necessary. 
Conduct deception tasks as required. 

(4) Maintain hostile intelligence collection threat uata base. 

( 5 )  Analyze threat collection capabilities and intentions. 

(6) Assist in developing friendly force protiles. 

(7) Identify friendly force vulnerabilities to intelligence 
collection, terrorism, and sabotage. 

c. The UNC/CFC/USFK, ACofS, C/J3, will-- 

(1) Designate the CFC/USFK OPSEC officer in the ACotS, C/J3, Plans 
Division. 

( 2 )  Budget for OPSEC activities to include operations, exercises, 
OPSEC surveys and evaluations, training, and assistance. 
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( 3 )  Provide OPSEC management, planning, and execution guidance to 
component and subordinate commands and stat£. 

(4) Coordinate OPSEC concerns with the Republic oi K O ! A  [ROK) 
Ministry of National Defense and appropriate Department ot Detens- qgencies. 

( 5 )  Prepare the OPSEC annex tor CFC/USFK OPLANS, CONPLANS, EXPLANS, 
and directives. 

d. The UNC/CFC/USFK, ACotS, C/J4, will analyze logistics reports and 
procedures to identity indicators compromising CFC/USFK intent. 

e. The UNc/CFC/USFK, ACofS, C/J6, will-- 

(1) Assist the ACotS, c2, and AcofS, c3, in developing the command, 
control, and communications (C3)-protect appendix tor cFC/USFK OPLANS, 
CONPLANS, and exercise directives. 

( 2 )  Establish emission control and wartime reserve modes tor CFC/USFK 
communication emitters. 

. The UNC/CFC/USFK, ACO~S, Engineer, will-- 

(1) Provide technical advice on construction as it applies to 
camouflage and deception keatures at fixed installations and tacilities. 

( 2 )  As requested, ensure counter-surveillance measures are 
incorporated in the design and construction of tixed installations and 
facilities. 

9. Components and subordinate commands will-- 

(1) Designate an OPSEC ofticer within the operations statt.  his 
otticer will be the command's OPSEC representative on the CFC/USFK OPSEC 
Work ing Group. 

( 2 )  Form a unit level OpSEC working group. Unit statts must partici- 
pate actively in the unit program and working group. 

( 3 )  6udget tor OPSEC activities on an annual basis. 

( 4 )  Prepare OPSEC annexes to OPLANS, EXPLANS, CONPLANS, and exercise 
directives. 

( 5 )  Develop a subordinate unit and statt OPSEC training program. 

(6) Provide subordinates OPSEC planning and execution guidance. 

( 7 )  Provide CFC/USFK OPSEC Survey Team augmentation, as required. 

( 8 )  Develop unit EEFI. Review on an annual basis. 

3 
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( 9 )  Conduct  a n  OPSEC s u r v e y  b i e n n i a l l y .  Forward r e q u e s t s  for  
e x t e r n a l  a s s i s t a n c e  t o  t h e  Commander, USFK, ATTN: CJ-PL-CM, APO SF 
96301-0010. 

( 1 0 )  Submit  t h e  a n n u a l  OPSEC a c t i v i t i e s  r e p o r t  (OPSECREP: RCS 
JCS-OY) t o  t h e  UNC/CFC/USFK OPSEC O f f i c e r  n o t  l a t e r  t h a n  (NLT) 1 5  bT3 i ly  ( r e f  AR 
530-1, p a r a  1 -10 ) .  Format  w i l l  b e  p r o v i d e d  by message f rom CFC/U,CVl NLT 
1 5  June .  The 7 t h  U n i t e d  S t a t e s  A i r  F o r c e s  Korea (USAFK) w i l l  s u b m i t  t h e  
r e p o r t  i n  a c c o r d a n c e  w i t h  (IAW) AFR 55-30 and  PACAF d i r e c t i v e s .  

(11) Develop  u n i t  p r o f i l e s  as a long- te rm e f f o r t .  

h .  The UNC/CFC/USFK OPSEC O f f i c e r  w i l l - -  

(1) Rece ive  t a s k i n g s  from t h e  ACofS, C/J3. 

( 2 )  Task ( f o r  t h e  commander t h r o u g h  t h e  C / J ~ )  s u b o r d i n a t e  u n i t s  t o  
c o n d u c t  n e c e s s a r y  OPSEC s u r v e y s  and  e v a l u a t i o n s .  

( 3 )  F o s t e r  j o i n t  combined OPSEC c a p a b i l i t i e s  deve lopmen t .  

( 4 )  E s t a b l i s h  a CFCDSFK OPSEC Working Group. 

( 5 )  Develop  t h e  UNC/CFC/USFK OPSEC Long-Range P l a n .  

( 6 )  C h a i r  t h e  UNC/CFC/USFK Working Group. 

(7) S u p e r v i s e  OPSEC s u r v e y s  o f  c r i t i c a l  CFC/USFK a c t i v i t i e s .  

(8) Submit  t h e  USFK a n n u a l  OPSEC a c t i v i t i e s  r e p o r t  (OPSECREP: RCS 
JCS-OY) t o  t h e  USCINCPAC NLT 1 August .  

i. The CFC/USFK OPSEC Working Group w i l l  meet, a s  r e q u i r e d ,  to - -  

(1) Review and  c o o r d i n a t e  OPSEC program d i r e c t i v e s  and  i n i t i a t i v e s .  

( 2 )  Review command OPSEC a n d  s t a f f  s u r v e y  r e p o r t s  t o  i d e n t i f y  t r e n d s ,  
i n d i c a t o r s ,  p a t t e r n s ,  and  p r o t i l e s  o f  i n t e l l i g e n c e  v a l u e .  

( 3 )  Develop  methods  t o  improve  UNC/CFC/USFK OPSEC p o s t u r e .  

( 4 )  Recommend c o u n t e r m e a s u r e s  and  d e c e p t i o n  tac t ics  t o  p r o t e c t  
v u l n e r a b l e  i n d i c a t o r s .  

( 5 )  E v a l u a t e  open  s o u r c e  p u b l i c a t i o n s  h a v i n g  a n  OPSEC impac t  on t h e  
command's m i s s i o n .  

( 6 )  P r o v i d e  command emphas i s  f o r  OPSEC a c t i v i t i e s .  

( 7 )  Recommend o p e r a t i o n s  r e q u i r i n g  OPSEC e v a l u a t i o n s  and  s u r v e y s .  
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6. GENERAL CONCEPT. 

a .  O p e r a t i o n s  s e c u r i t y  is t h e  p r o c e s s  of  d e n y i n g  t h e  enemy c r i t i c a l  
i n t o r m a t i o n  a b o u t  f r i e n d l y  c a p a b i l i t i e s  and i n t e n t i o n s .  The p r e c e s s  i n c l u d e s  
i d e n t i f y i n g ,  c o n t r o l l i n g ,  and  p r o t e c t i n g  i n d i c a t o r s  a s s o c i a t e d  i it:? m i l i t a r y  
o p e r a t i o n s  and  o t h e r  a c t i v i t i e s .  I n d i c a t o r s  p r o v i d e  t h e  c r i t i c a l  A . o r m a t i o n ,  
c l a s s i f i e d  o r  u n c l a s s i f i e d ,  t h e  enemy n e e d s  t o  c o u n t e r  UNc/cFC/USFK i n t e n t i o n s  
and  undermine e f f e c t i v e n e s s .  Appendix 1 t o  annex C of UNC, CFC, and  USFK 
OPLAN, CONPLAN, and OPORD (S-ROKUS) i d e n t i f i e s  t h e  command's c r i t i c a l  
i n f o r m a t i o n .  

b. O p e r a t i o n s  s e c u r i t y  is b r o a d  i n  s c o p e  and depends  upon c o l l e c t i n g  
i n t e l l i g e n c e ,  a d h e r i n g  t o  t h e  t r a d i t i o n a l  s e c u r i t y  d i s c i p l i n e s ,  and  a n a l y z i n g  
s t a f f  f u n c t i o n s  t o  i d e n t i f y ,  c o n t r o l ,  and  p r o t e c t  i n d i c a t o r s .  

c. OPSEC is a  c r i t i c a l  component of  command, c o n t r o l ,  and  communica t ions  
c o u n t e r m e a s u r e s  (C3CM). C3CM i n t e g r a t e s  e l e c t r o n i c  warfare, d e c e p t i o n ,  OPSEC, 
and p h y s i c a l  d e s t r u c t i o n  t o  deny t h e  enemy e f f e c t i v e  command and c o n t r o l  w h i l e  
p r o t e c t i n g  f r i e n d l y  C3 f rom s i m i l a r  enemy a c t i o n s .  A s  p a r t  o f  C3CM, OPSEC 
p r e s e r v e s  e s s e n t i a l  s e c r e c y  and  h e l p s  t o  i n f l u e n c e  enemy d e c i s i o n  makers  
d u r i n g  p r e h o s t i l i t i e s .  When h o s t i l i t i e s  become imminent o r  war s t a r t s ,  OPSEC 
p r o t e c t s  f r i e n d l y  C3 c a p a b i l i t i e s ,  p r e s e r v e s  t h e  e l e m e n t  o f  s u r p r i s e ,  and 
i n c r e a s e s  enemy u n c e r t a i n t y  and  c o n f u s i o n .  

d .  Decep t ion  s u p p o r t s  m i l i t a r y  o p e r a t i o n s  by s i m u l t a n e o u s l y  convey ing  and 
deny ing  c r i t i c a l  i n f o r m a t i o n  t o  h o s t i l e  i n t e l l i g e n c e .  Depending upon t h e  
o b j e c t i v e ,  d e c e p t i o n  can  b e  used  i n  s u p p o r t  of OPSEC o r  be s u p p o r t e d  by 
OPSEC. When OPSEC s u p p o r t s  d e c e p t i o n  i t  min imizes  o r  e l i m i n a t e s  i n d i c a t o r s  of  
f r i e n d l y  i n t e n t .  Conve r se ly ,  d e c e p t i o n  can  be a p p l i e d  as a n  OPSEC 
c o u n t e r m e a s u r e  when o t h e r  c o u n t e r - s u r v e i l l a n c e  and s e c u r i t y  t e c h n i q u e s  a r e  
u n a v a i l a b l e  o r  i n a d e q u a t e .  Al though OPSEC can  b e  a p p l i e d  w i t h o u t  d e c e p t i v e  
i n t e n t ,  d e c e p t i o n  c a n n o t  s u c c e e d  w i t h o u t  e f f e c t i v e  OPSEC s u p p o r t .  

e .  The UNC/CFC/USFK OPSEC O f f i c e r  is l o c a t e d  i n  C3CM Branch,  C/J3 P l a n s  
D i v i s i o n .  T h i s  i n d i v i d u a l  manages t h e  UNC/CFC/USFK OPSEC Program and works 
w i t h  s t a f f s ;  t h e  Commander i n  C h i e f ,  P a c i f i c  (CINCPAC); t h e  J o i n t  C h i e f s  of  
S t a t & :  and  component and  s u b o r d i n a t e  command OPSEC o t f i c e r s .  

f .  The UNC/CFC/USFK OPSEC Program h a s  t h r e e  g o a l s .  The f i r s t  is t o  
r e d u c e  t h e  number o f  c r i t i ca l  i n f o r m a t i o n  s o u r c e s  a v a i l a b l e  t o  t h e  enemy. The 
second  is t o  f o s t e r  enemy m i s p e r c e p t i o n s  of ROK/United S t a t e s  (US) i n t e n t ,  
o b j e c t i v e s ,  and  c a p a b i l i t i e s .  The t h i r d  is t o  d e v e l o p  f e a s i b l e  a l t e r n a t i v e s  
t o  methods o f  o p e r a t i o n  which may d i s c l o s e  UNC/CFC/USFR i n t e n t .  

7. UNC/CPC/USFK OPERATIONS SECURITY POLICY. 

a .  E s s e n t i a l  s e c r e c y  a b o u t  UNC/CFC/USFK i n t e n t i o n s  and m i l i t a r y  c a p a b i l i -  
t i e s  is a  v i t a l  conce rn .  E f f e c t i v e  OPSEC p r e s e r v e s  e s s e n t i a l  s e c r e c y  and 
p r o v i d e s  commanders t h e  means t o  a c h i e v e  s u r p r i s e  and  r e t a i n  t h e  i n i t i a t i v e .  
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b. Practice sound OPSEC every day in all activities, not just during 
exercises. 

c. OPSEC is a command/leadership responsibility. Component and subor- 
dinate commanders and staff section chiefs will use appropriate OXEC measures 
daily to preserve essential secrecy. Leaders will consider OPSEC ' every 
phase of an activity, exercise, or operation. Standard staff operational 
procedures, reports, and routines can inadvertently reveal vulnerabilities. 
Conscious, planned staff implementation of effective OPSEC measures is crucial 
to the OPSEC process. 

d. Although the operations staff element has primary staff responsibility 
for OPSEC, commanders and staff chiefs must ensure that all subordinate 
commanders and staff elements integrate OPSEC in all procedures and planning 
processes. 

8. OPSEC SUPPORT AND SERVICES. 

a. The 501st Military Intelligence Brigade provides-- 

(1) Threat assessment and risk analysis of designated communications 
systems as directed by the ACofS, 52/53, 

( 2 )  Cryptofacility inspections tor accounts holding keying material 
under the controlled communications security (COMSEC) items program to 
determine overall security status and identify/analyze discrepancies and 
impact on COMSEC materials protection. 

( 3 )  Technical surveillance countermeasures surveys to detect 
technical surveillance devices, hazards, and physical security weaknesses. 

b. The 6903 Electronic Security Group provides COMSEC monitoring and 
analysis support to 7th USAFK subordinates. Activities include both telephone 
and radio monitoring. District 45 Office of Special Investigations provides 
requested technical services to Air Force units IAW the Tri-Service Agreement. 

The proponent of this regulation is the Office of the Assistant Chief of 
Staff, C3. Users are invited to send comments and suggested improvements on 
DA Form 2028 (Recommended Changes to Publications and Blank Forms) to the 
Commander in Chief, UWC/CPC, ATTN: CFCD-PL-CH, APO SP 96301-0028. 

I 
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19-1. (;EUWAZ;. Unit leaders and OPSM: officers are responslblc for plaming 
and conducting OPSX training. OPSM: training requires a cmr? . .axe 
approach since, at its basic level, OPSE translates into the survival of the 
soldier on the battlefield. Leaders and OPSM: officers integrate OPSM: with 
other training activities to preserve essential training time. 

a. Unit training programs have t m  objectives: Thr~~t awareness and 
secure performance. 

b. Threat awareness training educates individuals about operations, 
capabilities, and techniques of enemy hostile intelligence collectors. 

c. Secure performance training teaches individuals h w  to do their jobs 
under the most secure measures, thus neutralizing the enemy's intelligence 
collection effort. Leaders and OPSM: officers conduct this traininq in 
multiple phases to focus on specific needs of targeted personnel. 

a. Effective threat awareness training is tailored to the unit's specific 
mission. In addition, the training considers the enemy's intelligence 
collection capabilities, techniques, and limitations. Threat Awareness 
Training must be as current and factual as security constraints and 
information availability permit. 

b. Unit OPSEX officers coordinate with the intelligerlce staff officers 
and the ACofS C/J2 to obtain the most current hostile int.ePligence threat 
information and briefing material. 

a. Phase 1 training ensures all unit personnel understand OPSM: 
principles and haw OPSEX relates to other traditional security programs. All 
unit personnel receive this training within 30 days of arrival in-country. 
Refresher training, which reinforces the cause and effect relationship between 
everyday activities and enany intelligencz collection efforts, is essential. 
Phase 1 topics include-- 

( I )  OPSEG's relationship to other security program. 

(a) Information security. 



Electronics security. 

Physical security. 

Ehission control. 

OPSEC's relationship to tactical deception and C3CIM. 

Carmu£lage and comtersurveillance training, to include-- 

Individual mmuflage techniques. 

Use of shadows, terrain, and natural camouflage to conceal 
military equipnent. 

Proper employment of camouflage nets. 

Proper dispersal of vehicles and equipwnt. 

Noise, light, and litter discipline. 

Developtent of unit track plans. 

Counter-Signals Intelligence training, to include-- 

Net control. 

Proper telephone techniques. 

Authentication procedures. 

Electronic security techniques. 

Manual crypt0 procedures. 

Proper use of radio frequencies and call-signs. 

Praper antema setting. 

Proper use of radio silence. 

Nu-hnum powr use for radio,/rxLr transmitters. 

Alternate ineans of camnmicat-ion. 

Brevity list procedures. 

Fladio mintenance procedures. 

Cryptographic key procedures. 

A-2 
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Information security training, to include-- 

Proper handling and transfer of dassified material. 

Classification guidance. 

Destruction of classified materials. 

Reproduction of classified materials. 

Physical security training, to include-- 

Selecting ccmnand post and assembly areas. 

Establishing security perimeters. 

Challenge and password procedures. 

Selecting dismount points and vehicle parks. 

Individual search procedures. 

b. Phase 2 training is for personnel who are directly or indirectly 
engaged in classified or sensitive activities. Phase 2 training objectives 
are developing the capability to recognize specific intelligence indicators 
associated with duties and understanding h w  these indicators reveal EEFI. 
Once identified, personnel must also learn how to protect these indicators. 
Indicators will vary depending on the specific activity or operation, but will 
fall generally into two broad categories; unit capabilities and system 
developnt, test and evaluation capabilities indicators. Potential 
indicators are-- 

(1) Capabilities indicators. 

(a)  Observable training and exercise activities which involve new 
heapns, equiprent, aircraft, procedures, and doctrines. 

(b) Reaction to exercise or actual hostile actions. 

(c) Spare parts availability. 

(dl Reports indicating the state GI training and experience of 
pp-rsonnel . 

(el Reports which address the adequacy sf numbers of personnel in key 
specialities. 

( £ 1  Visits of special repair and maintenance teams or civilian 
technical representatives. 
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Activity t o  install, d i f y ,  or r q x i r  systeins and f3cilities. 

Equiprent checkout a£ ter taktw E E . 
Maintenance brevity codes. 

Success o r  fa i lure  of unit  evaluations or  exer-ises. 

Construction and repair requirements. 

Keprts of adverse mintenance trends. 

Systems developwnt, test and eval-uation cqmbi'lities indicators. 

Bnissions during tests and exercises. 

Technical journals and reports. 

Budgets. 

Systans themselves. 

Schedules of upcaning tests and exercises. 

Deployment of units and sensor systerns t o  support test.;. 

Security imposed on particular 1.3evelopents. 

Special manning for  tests . 
Notices t o  inariners ilnd a i m n .  

Stereotyped procechres arid scxpences of ac t  ions i n  
test preparation. 

c. Phase 3 training is for sbf f planners. Staff planners .nust identif y, 
control, and eliminate indicators a s  they develop unit  plans, orders, and 
directives. Staff planners a lso  require a fundmnta l  understanding of enemy 
intelligence collection capabil i t ies  and a thorough understanding of OPSM: 
principles. Training w i l l  focus on c-ring normal ac t iv i ty  wi t11 ac t iv i ty  
expected during a planned o p r a t i o n  or act ivi ty.  Plmners aus t consider-- 

(1 ) H w  is the indicating act ion, unit, object, or  person involved 
with the operation? What is tine norm1 ac t iv i ty  apart £rum operations? 

( 2 )  Where is the indicating actior;, unit, object, or p ~ v x m  obscjrvLd 
when involvd with the opra t ion?  Where is it noranally observed? 

( 3 )  When is the indicating action f i r s t  invo17r& w i t h  tile operation? 
'Nmt is n o m l  involvemnt? 



( 4 )  How much of the indicating action is involved with the 
operation? Haw much muld normally be involved in routine activities? 

( 5 H w  many indicating actions are involved? FIOw m y  would 
nonnally be involved in routine activities? 

( 6 )  H w  many times is the indicating action involved? Haw many times 
is the action normally involved in activities outside of operations? 

( 7 )  What is different, unusual, or distinct about the involverrent 
canpared with n o m l  activity? 

(8) What are the changes in, about, or around these departures from 
noml activity? Do the differences and the changes surrounding them become 
operations indicators? 

d. Phase 4 training is for senior officers and cmmnders. These 
individuals must understand the importance of surprise and haw to achieve it 
in their operations. F'urther, they need to understand h w  OPSK contributes 
to this objective and its relationship to operational effectiveness. 



El. GlBHUL. All military forces, regardless of size, requi.. 5 sane fom of 
cornmand and control (C2) to accomplish their mission. Pbnmlly, t h i s  C2 
closely relates to and depends on cmnunications. C m d e r s  can greatly 
increase their chances of success if they can disrupt the enemy's C3 while 
simultaneously protecting their own C3 systerns . 
E2. OPSB: IN lXlPHXT 01' C3fX. An effective C3Ci.I strategy must provide 
long-term denial of critical information to e n a y  planners. Allowing the 
eneny to make plans bawd on ccxnplete, accurate information minimizes enemy 
c~ications requirmts during an engag@nent. This reduces the US'S 
oplprtunity to either exploit enemy cxmmunimti.ons or disrupt the decision 
cycle through destruction, jarrsning, or deception. 

a. In support of counter-C3, an effective OPSM: program cuts off critical 
tactical and strategic information. Decision errors in c&t can be deadly* 
Wrong decisions can result in the wrong force in the wrong place at the wrong 
t k .  AS the battle develops, the enemy is forced to ~xchaye information, 
rnodify plans, and rdresct forces. The increasing need to exchange 
information provides further opportunities to c-rade enmy C2 through 
jamting, deception, or destruction. 

b. Zn support of C3-protect, OPSEC provides tl~e essential secrecy to 
critical C3 n&, 116kwork structures, and operational frequencies. At the 
strategic level, effective C3-protect is a valid concern to operational 
research, test, and development functions. Effective C3-protect can prevent 
the enemy £ran  learning about a new weapon system and afford the elemlt of 
technical surprise. Poorly planned and exemted C3-protec t can result in 
operational deficiencies reducing operational. effectiveness h e n  friendly C3 
systens 'wcane targets for enmy counter-C3. 
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AppBu)IX C 

opmun"Ia3S SB(URITY m1- 

c-1, (33MIN IN)ICATOWS. 

a. Indicators establishing profiles. 

Access lists. 

Availability. 

Conferences and mtings. 

Coordination. 

Readiness rating factors. 

Data processing requirmts. 

Fixed sequence of actions. 

Hours of operation. 

Identifiers. 

Abbreviations/acronyms. 

Codemrds . 
Mission designators. 

Nicknames. 

Project numbers. 

Implementing/execution procedures. 

Inspection/evaluation/test results. 

Interagency/international a g r m n t s .  

Limiting factors. 

Locations of units/resocurces. 

Missions assigned. 

Nuclear weapons procedures. 



Orders. 

Perforinance cr i ter ia .  

Personnel assigned/staff c a n p s i t i o ~ .  

Prof i c i e n q  . 
Quality control. 

Reprts/reporting . 
RequFremnts. 

Restrictions. 

Security checks and tests .  

Security clearance r q i r e n e n  ts . 
Signature features (activ.ities/rmterials). 

Spontaneous reactions and timing. 

Standard (fixed) operating procedures. 

State of readiness. 

b. I-dicators shwing deviations. 

Augmentation. 

Backup resources/procedures. 

Convening special qroup/staffs. 

Criticxi1 tixing. 

&f iciencies/'oreakdowns. 

Distinguishing emblem and lmjos . 
Efficiency measures. 

Ehergency procedures. 

Ekercise/rehearsals. 

(10) Hcmemade codes. 



(11) Intensity of activity. 

(12)  Key words. 

(a) Critical. 

(b) Higher headquarters. 

(c) Priority. 

(d) Rush. 

(e) Special. 

(13) mtions. 

(a) Origins/destinations. 

(b) Pre-positioned assets. 

(c) Units/resources. 

Planning conferences. 

Priorities assigned. 

Priorities of services. 

Requirements changes. 

Rush requirmts. 

Security awareness and alertness. 

Security clearance requirements. 

Security e n h a n m t s .  

Shortages and limitations. 

Special requirements. 

Times/dates. 

Arrival/departure . 
Milestone. 

(c) Suspense. 



(dl Timeliness. 

( 25 ) V o l m  of services request,ecl/providd. 

( 2 6 )  Violations of security. 

C-2. ADMWISlRATION l-uxlmm m 1 m .  

a. Indicators establishing profiles . 
Accountability records. 

Administrative organization. 

Clerical workload. 

Distribution/address indicating group lists. 

Document receipts. 

Job and position descriptions. 

Mail v o l m .  

Mission statements. 

Operational organization. 

(11) Property/inventory receipts. 

(13) Security classification. 

(14) Security classification guides. 

(15) Tables of organization ard equipnent (TOE), tables of 
distribution and allowance (TDA) , &if ied TOE, and standinq operating 
procedures. 

b. Ia(1i::a tors showing deviati~ns . 

( 2 ) 4cLlninidxative correspondence. 

(3) Forms requests. 

(4) Mail address changes. 



( 5 )  Mail forwarding. 

(6) Report distribution. 

( 7 ) Security clearance requests. 

(8) Security investigations. 

(9) Work orders/job requests. 

c-3. FmscxwL AEFAms m1-. 

a. Indicators establishing profile. 

(1) Apparel. 

(2) Child care services. 

( 3 ) Education program participation. 

( 4 ) limunization records. 

(5) Laundry services. 

(6) Newspaper delivery. 

(7) Passport. 

(8) Personal equipent. 

(9) Personal plans. 

(10) Personal routine. 

(11) Personal vehicle identification. 

(a) Post sticker. 

(b) Job related bumper stickers. 

(c) License plates. 

(d) Parking permits. 

(12) Physical examinations/tests. 

(13) Purchase of personal effects. 

(14) Security clearance/accesses. 



~ / ~ / v s F K  530-1 

( 15 ) Spouse/depndent. df f airs and. routines. 

( 16 1 Telephone services/dirwtory l is t - i r q .  

( 17 ) Unit ,patches, s&mcial insignia. 

h. Indisrltors shming deviations. 

(1 ) -Advance ,payments. 

( 2 )  Billeting. 

( 3 )  Car rental. 

( 4 )  Changes of address. 

( 5 )  Check-inkheck-out of government housing. 

( 6 )  Hotel/mtel reservations. 

( 7 )  Mail forwarding. 

(8) Permanent change of station orders. 

( 9 ) Personal arrangetents for de,mIen ts . 
Personal arrmgermts Eor property care. 

luggage. 

Pawers of attorney. 

Sale/purchase/rental of resiclencr3. 

Security investigation. 

Teinpor~y duty orders. 

Termination of leave. 

Travel aukhor i zations/vouchers . 
Use of cannercia1 transprta tion. 

Wills. 



c-4, p E x a w z L  AL=TIVTPY INDICATOWS. 

a. Indicators establishing profiles. 

Military occupational specialty (my) requiraw-:lt?. 

Assigned strengths/shortage by grade. 

By unit, TDA. 

By critical shortage in MOS. 

Shortages. 

Unit status. 

Apparel 

Billeting arrangements. 

Unit testing. 

Unit proficiency. 

&pipnt/skil l / relat ionship.  

Manpmer strength and projections. 

Medical/dental care routine. 

Morale and discipline. 

Name tags. 

Personnel activity. 

Personnel duty schedules. 

Personnel identities. 

Personnel locations. 

~etention/reenlismt. 

Security investigations. 

Specialized personnel. 

Staff officer assignments. 



UNC/CFC/US~C Reg 530-1 

( 20 ) Sta t e  of t ra ining.  

(21) Qualification s k i l l s .  

( 22 ) 'Raining. 

(23) Unit patches. 

( 24) Unit strength. 

5. Indicators s h o ~ ~ i n g  deviations. 

Tasualty reports.  

~eployment orders. 

Elucation program modifizations. 

nnmnization requiranents/reaords. 

.Mobility processing. 

Off -limits areas. 

€ersonnel assembly. 

Personnel hirings/layoffs. 

Fersomel not i f icat ions .  

Personnel reca l l .  

Physical exarnh~tions/i--ests. 

S k i l l  shortages. 

-11 a m  psscus ion .  

Special i m i n g .  

S,oecial s k i l l  requirements. 

Special team deploymen t /vis  i t . 
Survival training.  

Tailored t ra ining.  

TDY funds. 



Termination of leave. 

Travel authorizations/vouchers. 

Travel reservations. 

Un£avorable personnel informations/act.ions. 

Unit activation. 

Unit alerts. 

5 SCIIEDULeS. Schedules serve to establish profiles of normal activity and 
also m y  identify deviations from normal profiles. Modifications to schedules 
are particularly vulnerable. 

(1) Delivery/pick-up schedules. 

(2) Dining hall schedules. 

(3) Distinguished visitor schedules. 

(4) Intelligence briefing schedules. 

(5) Laundry service schedules. 

( 6 )  Leave schedule. 

(7) Personnel duty schedules. 

( 8 )  Range schedules. 

(9) Religious service schedules. 

Repair schedules. 

Senior officer schedules/itineraries. 

Test schedules. 

Training schedules. 

Transportation schedules. 

Vehicle schedules. 

Weekly duty rosters. 



(17) Weekly minterlance scil&ules. 

C-6. MXWUG l C T N l T Y  INlICNNXS- 

a. Indicators establishing profiles. 

Climatology. 

C m d  control procedures. 

Conferences. 

Exercising. 

Flight planning coordination. 

Foreign ovzrfligil t ar r;uly?ments. 

International Civil Aviation Orga~izntir>n/Fc.deral Aviation 

Restricted airspace/ocean arms. 

Force. 

Caymsi tion. 

Dis,psition. 

Pre-positioning. 

Intelligence. 

Dissemination. 

Sources/mthorls. 

caps. 

Requirawlts . 
Map and chart coverdye. 

Mission designators, codewords ( single or double) , cdes nankrs. 

( 10 ) Number of aircraf t/vehicles to pxt i~ipte. 

(11) Physical security upgrades on short notice, 11nusu3'L priority. 

( 1 2  ) Plann~1 activity profile. 

c-10 



(13) Reaction times/sequences. 

(14) Reconnaissance activities, cjround and air. 

(15) Scenarios. 

(16) Sensor capabilities. 

(17) Spontaneous reactions. 

(a ) Actions taken without comnunications . 
(b) Actions taken without coordination. 

(18) Strategy. 

(19) Tactics. 

(20) Testing. 

(21) Threat ass~tions/intelligence. 

b. Indicators showing deviations. 

(1) Actions taken without coordination/cammunication. 

(2) Force augmentation. 

( 3 )  Pre-positioned forces/materiel/munitions/£uels. 

( 4 )  Rehearsals. 

(5) Schedules mdifications. 

(6) Security augmentation. 

(7) Unit activation. 

(8) Weather limiting factors. 

c-7. cxmmNi3 Am SIlZSPP z.xxmnY m 1 m .  

a. Indicators establishing profiles. 

(1) C a m m d  control elemnt. 

( 2 )  C m d  control procedures. 

( 3 )  Ccmmnd control responses. 



C m ~ n d a  ' S-- 

Apparances in public. 

Health. 

Leave schedule. 

Personal afEairs. 

Reactions under stress. 

Strategic and tactical behavior. 

Cammder/senior staff inenher identity. 

Force rompsition. 

Foreign or interagency liaison persormwl . 
Intelligence yqw. 

Intercc~~nd colmications/coordination. 

( 10 ) International cmnunications flow. 

(11) Morale and discipline. 

(12) Organization strxture. 

(13) Reactions to hostile actions. 

(a) Reaction sequenes. 

(b) Reaction timing. 

(14) Reconnaissance activity. 

(15) Reconnaissance unit_ locations. 

(16) Staff officers1-- 

(a) Assignmnts. 

( h ) Experience. 

( c )  Skills and education. 

b. Indicators showing deviations. 
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Cmder/senior staff itinerary. 

Cocrnnander's leave schedule. 

Deploymnt order. 

Distinguished visitors. 

Force camand control. 

Intelligence briefing subjects. 

Organization restructuring. 

Senior level interest. 

Senior officer schedules. 

(10) Staff augmentation. 

( 11) Subjects of intelligence emphasis. 

(12) Target m g e  assessments. 

(13) Unit orders. 

c-8. a r m J N I m O N S  AiCmVrrY m1TOWS. 

a. Indicators establishing profiles. 

Antenna types/orientation. 

Brevity codes. 

Call signs. 

Circuit/system requirements. 

Cmications discipline. 

Cmmunications-Electronics Operating Instructions (CM)I). 

Comnunicator signature feature. 

Encryption/encding/authentication systems. 

Capabilities. 

Circuits where used. 



( c )  Ef fwt ive  &itims/chanyes dates. 

(d )  Requirelwsts. 

( 9 ) Flm/v011unt?/i11tens i t y  . 
(10) k q e n c i e s  assiqned. 

( 11) Ident i f icat ion,  f r iend or f c ~ 3  ( radar ) /select ive irIenti f i::atim 
Emtures codes. 

( 12  ) Internation ~.mnuni.cations. 

( 13  ) Military _A££ il iate Fbdio System (MAW ) c:ol ilnlmi~atiorls. 

( 1 4  ) Message delivery ef Eic iency/s@. 

(15) Message forrnats. 

(a) Addressees. 

(b) lengths. 

( Pr io r i t i e s .  

Net/circuit designators. 

Nets/net ~ ~ n b e r s h i p .  

Nocles and choke p i n t s .  

Operating res t r i c  ticms . 
Power requirewnts/sources. 

P r io r i t i e s .  

Procedures to ccxmter C3CM act ions. 

Radio check. 

Reporting t bws. 

S ~ m i  ty class i Eication . 
Security p r ~ e s / a u t e n t  i ca  ticm p-cxed~lre~ . 
Sy5ten-s usage. 

Technical studies. 



(29) Telephone usage. 

(30) Transmission signature features. 

b. Indicators showing deviations. 

Authentication requirmts. 

Breakdawns in ccnmunications. 

C3CM hostile effectiveness. 

Ccnnnunications degrades. 

CEOI difications. 

Corrmunications mthods modification. 

Equipcent changes/mdification. 

Flight safety c-ications. 

Frequency changes. 

Frequency designators. 

Hanrremade codes. 

Personal amnunications. 

Radio silence. 

Rendezvous beacons. 

Routing indicator changes. 

Spxial  capabilities/requirements. 

Station changes. 

Telephone service requests. 

Unofficial/personal call signs. 

Weather addresseedpriorities. 

c-9. EzEcmaac Ai2lmmw IN)ICAlOlRS. 

a. Indicators establishing profiles. 
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( 1 ) Cryp to sys te~ q/~t - .~cure  usage. 

( 2 ) Carinnmica Lions c l ea r  t o  secure no c h g e .  

( 3 ) Cannunicati311s f l o w / v o l ~ ~ ~  standard. 

( 4 )  c3m. 

b. Indicators showing deviations. 

Countenmsures increase. 

C3CM increase. 

Decrease in n o m l  clear t r a f f i c .  

Increase i n  secure ne t  t r a f f i c  . 
S t r i c t  proc-edural enforcsnent . 
Technical ass i s ted  ne ts  increase. 

New nets/systens on unused frequencies. 

-irJeapns systems emissions s t r i c t l y  controlled. 

C-10. EXSIWS CAPAB- I N ) I m -  

a. Indicators es tabl ishing prof i les .  

(1) Inforination systern (autamted data processing (ALP))-- 

(a)  U s e .  

(b) Dependency. 

( c ) A1 ternatives . 
d Security. 

( e ) Progrannning . 
( f )  Types/mdels. 

( g )  Capacities. 

( h ) P r d u c t  flow/volw-. 

(i) Tempest status. 
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(2) MAes of operations. 

(3) Nameplate data. 

( 4 ) Operating instructions. 

(5) Physical security systems. 

( 6 )  Reliability. 

(7) Security classification guides. 

(8) Technical studies. 

(9) Test equiprent. 

b. Indicators showing deviations. 

Cammication system deployments. 

Information system deploymnts. 

fillodif ications . 
Paint/preservative finishes . 
Performance degrades. 

Sensor system deploymnts. 

System-wide deficiencies/downgrades. 

Testing. 

c -  F T N W U G ~ ~ M T Y  m 1 m .  

a. Indicators establishing profiles. 

(1) Budget analysis. 

( 2 )  Budget justification stataents and s m i e s .  

(3) Budget projections and estimates. 

( 4 )  Budget requirmts. 

(5) Financial plans. 

(6) Operating budgets. 
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( 7 )  TDY funds limits. 

( 8 TDY funds recpirenents . 
h. Tali-xtors shaving deviations. 

Advance ,oaylmts. 

Budget d i f  ications . 
Budget supplements . 
Program objective ~nenrr,ra~ndu~ inputs. 

Systm modification kit/cc~nponent fullding. 

TDY funding projected. 

TDY fund usage. 

Travel vouchers. 

Unplanned funding actions. 

( l o )  Year-to-year cmprisons. 

c-12. mmcs SUPKRl! -ON mI-• 

a. Indicators establishing profiles. 

Cargo/shipnt. 

Classification. 

Identification numbers/codes. 

Number of pieces. 

Origin/routing,/destination. 

Priority. 

Security classification. 

Weigh t/cubic Eeet . 
Comwrcial trans,mrt use. 

Courier service. 



(4) Materiel handling. 

( 5 )  W e s  of transport available/usd. 

(6) mvement assembly areas. 

(7) ~ m e w n t  nodes/choke points. 

(8) Nuclear weapons/ccenponents procedures/routhes. 

(9) Personal property shi-ts. 

(10) Requirmts. 

(11) Specialized vehicles/aircraft. 

(12) Transportation control nuthers. 

(13) Vehicle/aircraft capabilities. 

(a) Identification. 

(b) Mrmber. 

(c) Status. 

(dl Type. 

(14) Vehicle/aircraft density. 

(15) ~ehicle/aircraft mvement activity. 

(16) Vehicle/aircraft schedules. 

b. Indicators showing deviations. 

Container labels. 

Convoy assembly. 

Delivery/pickup suspense dates. 

Munitions mvement. 

Name tags. 

Personal luggage assembly. 

Resource mvement. 



( 8 )  Travel authorizations. 

( 9 )  Travel reservations. 

C-13. REPAIR iClWITY INII-. 

a. Indicators establishing profiles. 

(1) Vehicle densit-y'/equipment density. 

( 2 )  Downtilne planned for repairs/~mintenance. 

( 3 ) Estimated time to completion of repir/naint~ssantx. 

( 4 1 Eq,~ipnmt mlibration. 

( 5 )  Equipent design features and nolnenclature. 

( 6 ) Equipwnt nmclature. 

(7) Maintenance of prepositioned equipment. 

(8) Rotation of stock items. 

(9 ) Maintenance team mvermts. 

Maintenance activity routine. 

Maintenance trends. 

Materiel handling. 

Nuclear weapons/components procedures. 

COMSM: equipnent allocations. 

Systan/elawnt identification. 

Technical order changes. 

Technical studies. 

Test equipment. 

Repair scl~duling. 

b. Indicators showing deviations. 

(1) Damage assessments. 



( 2 )  Weapons systems difications. 

( 3 ) Equipment awaiting parts. 

( 4 ) Equipmnt modifications . 
( 5 )  Failure rates. 

( 6 )  Quality control deficiencies. 

( 7 )  Systems modification kits/camponents. 

(8) System-wide rrraintenance requiremnts/deficiencies. 

(9) Tool box shortages. 

(10) Test equipment shortages. 

(11) Change of priority of units. 

(12) Reallocation of critical items. 

(13) 24-hour maintenance/repair work. 

4 m I T I C h l  SUPPLY IN)ICAKRS- 

a. Indicators establishing profiles. 

Camouflage . 
Classified stock number. 

Eenineralized water. 

Capacity. 

Production rate. 

~equirements . 
Storage capacity. 

Fuels and lubricants. 

Full loads. 

mlk storage records. 

On-hand/inventory. 



Requirements. 

Shipn-ent/receipt. 

S,pcial types. 

Storage capacity. 

Supplier/source. 

Transfer/refueling capacity. 

Special lubricants and fuels. 

Capacity. 

Inventory. 

Records of use. 

Requirements. 

Resupply/source. 

Transfer rate/capacity. 

Maps and charts. 

Availability/coverage. 

Production requirements. 

Overlays or special details. 

Requirmts . 
Scale. 

Short titles/nunkrs. 

Materiel delivery. 

Schedules. 

Suspense dates/times. 

V o l m s  . 
(8) Materiel handling. 
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( 9 )  Material pipelines, nodes, and chokepints. 

(10) Mobility assets. 

(11) Munitions. 

(a) Personal weapons/ccsnponents. 

(b) Crew-served weapons/mponents. 

(c) Special weapons procedures. 

Namplate data. 

Name tags. 

Parts availability. 

Personal equiprent. 

Provisions. 

Provisions requirenents/priorities. 

Quantities on-hand/inventoq. 

Reliability of parts. 

Requisition. 

Priorities. 

Procedures. 

Timing. 

Volume. 

(21) Shelf life times. 

(22) Stockpile conditions. 

(23) Storage capabilities. 

(24) Survival equipnt. 

(25) Systems mod kits/canpnents. 

(26) Test equiprent. 
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( 2 7 )  Nuclear, biological, and ch~mical equipwk. 

b. I_rdicators shawing deviations. 

Fquipment awaiting parts. 

Failure rates. 

Munitions ~ w e m t s .  

Pile-ups . 
Prepositioned materiel, fuels, munitions. 

Repair cycle assets. 

Requisition priorities. 

Specialized equipment. 

Staging of rmteriel. 

C-15. HJEIC REIATI:aJs AN) PUBLIC MYPICE IMII-. 

a. Indicators establishing profiles. 

(1) Background news articles and releases. 

(2) Contractor advertisements. 

( 3 ) Iegal/regulatory publications. 

( 4 1 Tecfinical journal articles. 

(5)  Use of deadly force notices. 

( 6 )  Warning notices. 

b. Indicators shaving deviations. 

(1) Adverkiserwnts £or bids. 

(2) Mvertisermts for personnel hiring. 

( 3 )  Increased training activities. 

( 4 )  Enviromnent impact statements. 

( 5 )  Hazardous testing or training notices. 



(6) Human interestfiaetam news releases. 

(7) Restrictions on right-of-way through arms.  

(8) News releases. 

(9) Closing of post facilities, hunting, and fishing. 

(10) Posting of range firing and night operations. 

(11) Personnel hiring/layoffs. 

(12) Public appearances. 

C-16. 2W.I SUPKRT ~ I C A T O W S .  

a. Indicators establishing profiles. 

(1) Maintenance and repair activities. 

( 2 ) Billeting capaci ty/use . 
( 3 )  Design factors. 

(4) Dining hall operations. 

(5) Utility requirmts. 

(a) Electric. 

( 5 )  Water. 

(c) Heat. 

(6) mgineering studies. 

( 7 1 Ehvironmental krpact staten~ts . 
(8) Eyuipnt availability/status. 

(9) Firefighting capabilities. 

(a) Response time. 

( b ) Operations. 

(10) Laundry service capacity use. 

(11) Lighting. 



(12) Provisions. 

(13) Road usage. 

(14) Runway usage. 

( 15 ) Structural caLpabilities,/design. 

(16) .Nobility team equipment. 

(17) Survival equipwnt services. 

(18) Technical studies. 

(19) Trash disposal. 

(a) Disposal site. 

(b) Schedule. 

( c )  V 0 l ~ .  

( 20 ) Unpaved road requirenents/use. 

Indicators showing deviations. 

Billeting/services arrangements. 

Breakdams. 

Camouflage . 
Damage assessmnts . 
Detectable pollutants. 

Eslvirorzlnental profile. 

Heat. 

Lighting. 

Smke/chanical aerosols/smells. 

Sound. 

Wtel/hotel reservations/contracts. 

N W  construction. 



( 9 )  Road closures/degrades. 

( l o )  Structure modifications. 
(11) Work force scheduling. 

(12) Staging of mbility equipment. 

(13) Facility mintenance/usage. 

(14) Feeding schedules. 

C-17. C I V I L  AN) SWKXl? IM)ICATOWS- 

a. Indicators establishing profiles. 

(1) Civilian facility use. 

(2) Contract security and OPSM: specifications. 

( 3 )  Contract specifications. 

( 4 )  Memxandums of agreement. 

(5) Technical studies and reports. 

(6) Trash disposal. 

b. Indicators showing deviations. 

(1) Ccmnercial assistance requirerwnts. 

( 2 ) Cosmru3lccial personnel wanent . 
( 3 )  Cmmrcial manpower. 

(4) Cammz?rcial mvemmts of materiel. 

(5) Courier service. 

( 6 )  Delivery/pickup locations and datedtimes. 

(7) -1 government notifications. 

(8) -1 law enforcement coordination/support. 

(9) Requests for proposals/bids. 

(10) Technical representative visits. 



(11) Transprtation support. 

(12)  Traffic control. 

( 1 3 )  Vehicle rental. 

(14) Telephone service requests. 
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ACotS 

CEO1 

CFC 

CINCPAC 

COMSEC 

C 2 

C 3 

C3CM 

EEFI 

I AW 

MARS 

MOS 

N LT 

OPSEC 

ROK 

TDA 

TDY 

U NC 

us 

U SAFK 

USFK 

GLOSSARY 

Assistant chief of Staft 

Communications-Electronic Operating Instr 1 ions 

Combined Forces Command 

Commander in Chief, Pacific 

communications security 

command and control 

command, control, and communications 

command, control, and communications countermeasures 

essential elements ot triendly inkormation 

in accordance with 

Military Atfiliate Radio System 

military occupational specialty 

not later than 

operations security 

Republic of Korea 

tables of distribution and allowances 

temporary duty 

United Nations Command 

United States 

United States Air Forces Korea 

United States Forces Korea 
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